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Today’s Lecture

1. Emergence of Cybersecurity
2. What is ‘Offensive’ Cyber?
3. Distinctions between defensive and offensive operations
4. Materials of offensive cyber (security)
5. Spatialisation
6. Two cases:

1. Belgacom
2. Israel and Hamas



Emergence of Cyber ‘Security’

• Primarily began with segregated networks in places such 
as the US Department of Defense (‘The Orange Book’)

• Increasingly moved outwards to commercial applications
• ‘Anti-virus’ and endpoint security

• The terrain of engagement massively expanded with 
growth of IoT and other computational materials
• But, so did capacity for monitoring through big data 

and machine learning (though this has been around 
since the 1990s)

• Is there anything new?



What is Offensive Cyber?

• We may say it refers to the active attack against a 
‘foreign computational ecology’ (Andrew, what 
does this mean?)

• These are operations equivalent to armed attack 
under International Law

• BUT! This has recently been challenged through 
changes in US strategy to establish new norms –
‘Achieve and Maintain Cyberspace Superiority’

• Who does it? 
• Blurry terrain of both military and intelligence 

and espionage activities



The HACKS framework?

https://thestrandgroup.kcl.ac.uk/event/ciaran-martin-cyber-weapons-are-called-viruses-for-a-reason-statecraft-
security-and-safety-in-the-digital-age/



Can Offensive Cyber be defensive?

• The root of both offense and defence from the Latin findere
• Cleaving open, splitting, to divide

• We are always talking about borders and spaces - how do we divide the 
world?
• These distinctions are socially negotiated 

• As these distinctions are constructed, how might we consider that these are 
connected?
• ‘Offense as the best defense’?
• Distinctions between espionage, listening, and degradation all done 

through similar materials (we’ll go back to this later)



Persistent-Engagement Stability Theory?

• Two main concepts of persistent engagement and defending forward
• Are these offensive cyber?
• Arguably not – but two parts of defence – confusing eh?

• What about active cyber defence (ACD)?
• Typically based on the networks you control

• What are the distinctions between contemporary ACD and broader moves 
to big data in the post 9/11 world?

• Little thus far on the role of machine learning

Healey, 2019. The implications of persistent (and permanent) engagement in cyberspace. Journal of Cybersecurity 5 
(1): 1 – 15.



Materials of Offensive Cyber

• PhD research looked at malware and deviation from 
author intention

• Cyberspace is not one mass but a complex 
arrangement of computational ecologies and terrains
• Malware works ‘autonomously’ – choices 
• Theories based on strategic intent are likely to 

not be enough
• More ‘subtle’ intelligence operations require a 

cleavage between more control (i.e. hands on) or less 
control (autonomy) – which introduces different risk-
cost scenarios.



Intelligence vis-à-vis Military Action

• In many places this is not a clean distinction
• E.g. In the US General Nakasone oversees both – a ‘dual hat’

• We’ve seen relatively little military action in this space
• Why? Norms are currently suggesting that more deathly actions are 

being limited  
• Means that intelligence has been a primary driver in norm creation

• But the materials of intelligence and military action can look very very 
similar to an adversary



Spaces of Offense

• But are the terrains of computational ecologies better for anything other 
than ‘active defence’?

• Blue, ‘gray’, red spaces (according to US Cyber Command)
• On what networks are you operating?

• Implications of this alternative form of spatialisation
• Issues of sovereignty and legality
• Private infrastructures

• Spaces of conflict are changing – and how it is justified – and how does this 
link with a need for data collection
• Intelligence ahead of offense?



How do we know of Offensive Cyber 
Operations?
• With great difficulty
• Rarely are they publicly disclosed and acknowledged – only with non-/quasi-

state actors is this the case (ISIS, Hamas)
• Unless revealed, i.e. Stuxnet (US/Israel) , WannaCry (North Korea), 

NotPetya (Russia).
• Intelligence agencies have been key to almost all cases of what we could call 

offensive cyber operations
• However, we must question what become classified as offensive versus 

defensive (and this is increasingly distinct across states)



Belgacom Hack

• Conducted by the UK’s ‘listening agency’, the Government 
Communications Headquarters (GCHQ)
• ‘Computer Network Exploitation’ (from Snowden relevations)

• Intrusion in 2011; problem first identified in 2012; officially notified 
authorities in June 2013

• Advanced Persistent Threat (APT)
• Installed ‘legitimate’ looking malware 

• But is this offensive or just conventional espionage (i.e. active data 
collection)?

https://theintercept.com/2018/02/17/gchq-belgacom-investigation-
europe-hack/



Israel and Hamas 

• Few examples where there have been ‘kinetic’ 
examples based on intelligence gathering in a 
military setting

• This shows a distinction from intelligence to 
military action – and which we could truly call 
‘offensive cyber’
• States always have open asymmetric options

• Rather scant work on the translation between 
intelligence and offensive actions by militaries



Conclusion and key take-aways

1. Cyberspace is not one mass – but one of ecologies and terrains
2. We have seen relatively little open ‘offensive cyber operations’

a) These have primarily related to conventional defensive actions or listening 
activities

3. Distinctions between offensive cyber and defensive operations can be clearer than 
one conventionally thinks
a) If, that is, one understands offensive cyber in a rather limited sense!

4. The emergence of intelligence link to post-9/11 securities of data collection and 
tracking of anomalous attributes
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