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Glossary 

Algorithm: A series of instructions, rules (sometimes learnt without human-defined parameters—see 
Machine Learning Algorithms) that take in data, process this, and produce an output. These can be very 
simple (an essential foundation of computation) or more complex and difficult to disentangle. 

Big Data: The form that data may come in when all aspects of infrastructure and other parts of daily 
life operation through the generation of data. Conventionally, Big Data distinguished from other data 
sets by accounting for its volume, the velocity with which it is produced, the veracity with which it 
reflects its object and the variety of content it holds. 

Cyber Mercenaries: Groups or individuals who hire out their specialist skills to buyers, which are 
primarily states (often to avoid being attributed for certain actions). 

Cyber War: A key concept that malware and/or hackers can cause substantive harm. This typically means 
that it reaches the level of conventional “war”—which primarily refers to the destruction of 'physical' 
assets or the loss of life. There is a lot of debate about what this may mean and how one can define 
cyberwar at all. 

Endpoint Protection (Antivirus:) A range of techniques—that includes antivirus—to detect suspicious 
activity on devices and networks. Often used to detect malware or anomalous changes on a system. 

Infrastructure: Processes and objects deemed essential to the functioning of society. Increasingly, the 
operation of infrastructure is conditioned by the data it generates during its performance. 

Internet of Things (IoT): Devices that have become Internet-enabled and connected. This can include 
devices in the smart city—such as traffic lights and air quality sensors - or in the home such as heating 
systems and webcams. 

Internet Service Provider: A service that provides individuals and businesses access to the internet 
through the resolution of Internet Protocol (IP) addresses. 

Intervention: Strategically organized courses of action that a range of actors—from government 
authorities to private security contractors—deploy to secure against threats that emerge within or are 
identified through, technologies associated with cybersecurity.  



 

Machine Learning Algorithms: These are learning algorithms, that use big data to either perform 
supervised (pre-set parameters to learn against) or unsupervized (the algorithm sets the parameters 
itself as it learns to recognize “features” from the data). These are many variants of machine learning–
with “neural networks” being a popular form used in a variety of security settings; from tracing 
anomalous behavior to facial recognition. 

Malware: Malicious software, commonly known through the forms of the virus and the worm, which 
are written with malicious intent to cause damage, exfiltrate information, spy on people, and for a 
whole variety of reasons. 

Risk: Events deemed probable or possible that, in the case of cybersecurity, are either identified 
through digital technologies or construed by their effects upon digitized infrastructure. 

Introduction 

Geographers have come to conceive cybersecurity as influenced by some of the broader conceptual 
debates that have characterized the discipline approximately over the last quarter century. Of 
particular importance has been how such debates have come to understand computing technologies as 
materially complex. Geographers have emphasized seeing technologies as assemblages constituted by 
multiple components and processes. So along with considering data, hardware, and software as 
characteristic of computational technologies, geographers would also, for instance, probe the routine 
practices that bring these technologies into operation, including data integration, information 
exchange and interface with humans. At the same time, geographers have examined technologies in 
terms of the broader political, social, and cultural context in which they are both situated and, indeed, 
influence. These conceptual moves have meant that geographical accounts of cybersecurity are distinct 
from others. While undertaking in-depth excavations of the numerous connections and relations which 
facilitate cybersecurity to operate technically, they have also charted and critiqued the broader effects 
of cybersecurity in a number of ways, including how computation has enabled new forms of governance, 
the production of new vulnerabilities, threats, and risks and how we, as citizens and consumers, become 
subjected to new forms of authority. 

Following this broad conceptualization, geography's encounter with cybersecurity can be understood 
to be important across two, interconnected axes: 

1) As a set of arrangements and practices that have (re)shaped “conventional” forms of security, 
and; 

2) Where computation has introduced new forms of vulnerabilities, threats, and capacities that 
were previously not possible but need securing against. 

From these two axes, cybersecurity comes to refer to a set of material practices, arrangements, and 
activities that, on one hand, transform “conventional” forms of security by introducing new forms of 
computation into governing practices and, on the other, secure the new possibilities and capacities 
that computation brings into the world. Clearly, these two meanings that geographers attribute to 



  

cybersecurity are not mutually independent of one another, and the rise of computation to many parts 
of our lives, means its security is vast, complex, nuanced, and difficult to assess in varying times and 
spaces. 

In addressing the first axis, the amount of conventional security problems that now require 
intervention using practices and technologies associated with cybersecurity are vast, ranging from 
terrorism and environmental disasters, to infrastructural collapse, nuclear meltdown, and 
“conventional” crime. The introduction of computation into these spaces brings about new security 
practices and highlights new sites of power. While we might associate cybersecurity with government 
intelligence and defense agencies from across the world– such as UK's Government Communications 
Headquarters (GCHQ) or the USA's National Security Agency (NSA), cybersecurity also has profound 
effects on the actions of the police, emergency services, public health agencies, and border security 
groups. Cybersecurity also introduces new partnerships between the state and its governmental 
agencies and a multitude of private businesses. 

On the second axis, the introduction of computation has meant that there has been a challenge of the 
role of government agencies. This is because computation—its networks, infrastructures, and the 
things we use at home—are often privately owned. This tension between the interests of government 
and private corporations can be seen, for example, where questions arise concerning the control of the 
internet—about who should control content, provide security, and privacy of citizens. Cybersecurity 
has opened-up a whole new arena of actors and spaces where private software developers, endpoint 
protection (antivirus providers), as well as internet service providers (ISPs) and social media platforms 
all now form a crucial public–private hybrid that informs collective cybersecurity in the 21st Century. 
Therefore, geographers have to be attentive not only to the transformation of conventional security 
practices and how computation may introduce new threats, vulnerabilities, and possibilities, but also 
new spaces and techniques in which cybersecurity is essential—such as with new online banking 
services, the algorithmic markets of Google, or new surveillance capacities that are now available to 
states through our connected devices in the “Internet of Things” (IoT). 

The Cyber Threat 

Cybersecurity is oriented in some part to many threats that contemporary societies face. Geographers 
have been interested in how terrorism, for instance, is now conducted online and the changing 
spatiality that enable new forms of attacks to be conducted against states and organizations. Or in how 
the increasing “smartification” of cities introduces new vulnerabilities to city services such as water, 
transportation or power and at the same time where individuals may not be able to stop the tracking 
of their movements. Therefore, geographers are now confronted with the need to start thinking anew 
about how others think about security and also the development of new threat imaginaries that see 
computation and its interconnections as productive of persistent insecurity. 

The events that cybersecurity address can be categorized in two ways. First, cybersecurity is oriented 
toward disruptive and threatening events whose occurrence has to some extent been coordinated, 
organized, and renewed through computation in global digital infrastructures. This type of event 



 

includes, for example, terrorist networks who have plotted an attack online or, alternately, where a 
government agency uses social media platforms to circulate degrading propaganda about a rival nation-
state. Agents of cybersecurity might identify such threats through monitoring the use of devices, 
searching for money transfers, and infiltrating their networks for signs of terrorist activity. Second, 
threats emerge, whether intentionally or not, that disrupt digital infrastructure itself. Such an event 
might stem from malicious software (typically known as viruses and worms), written by sophisticated 
criminal gangs, “cyber-mercenaries,” or nation states that degrade computer systems, lead to their shut 
down, or the extracting of sensitive information. This targeting of computing systems and 
infrastructures can also insert new threats into spaces where computation has been recently 
introduced, including power stations, transportation, sewerage, and a variety of other systems that are 
essential to the thriving of life. 

Geographical research has demonstrated that those affected by cyber disruptions are wide-ranging. For 
ease of comprehension, they can be categorized into three main groups: individuals, businesses, and states. 
Taking malicious software as an example, we can illustrate how each of these groups might be affected. 
Individuals can be targeted as part of broad malicious campaigns—such as the 2017 WannaCry 
ransomware attack—that encrypted or “locked” files on computers and demanded a ransom to unlock 
these files. Businesses can be targeted for financial gain too but can be caught up in state-sponsored 
disruption: for example, the 2017 NotPetya attack that affected the global shipping business, A.P. 
Møller-Mærsk, by wiping and rendering unusable nearly all of the company's computers, costing the 
business around US$300 m in damages. Businesses may be targeted for information on their customers, 
the capital they have, or for their intellectual property. States themselves are targeted through attacks 
on critical national infrastructure (such as water, power stations, and the armed forces) as experienced 
by Iran through the malware Stuxnet that targeted its uranium enrichment program, to the economy 
through attacks on national banks such as in Estonia in 2007, or by interfering in democratic elections 
such as malware that was found in the computing infrastructure of the US Democratic National 
Convention in 2016. With states, this is sometimes referred to as “cyberwar”—where malware and 
hackers infiltrate the computing systems of opposing states to disrupt or degrade the capacity of that 
state and limit its operations. 

Geographers have demonstrated how a broad base of actors are vulnerable to threats and thus how 
difficult it is for agencies to successfully secure the world. One aspect of this effort to achieve security 
is that society is increasingly “securitized,” through the prevalence of people and things that become 
digitally articulated, rendered, and imagined in a way that opens them up to the application of 
cybersecurity. Much geographical research has probed how calculative devices and ever more massive 
amounts of data (typically referred to as big data) make it possible for threats to be sifted, sorted, and 
rendered knowable as future risks, increasingly through the use of machine learning algorithms. As an 
example, geographers have explored how the masses of data collected allow the movement of people 
and things to become understood as phenomena in which security threats might be identified—such 
as through airline passenger records. Mapping, monitoring movement, mobility, and the circulation 
characterizing spaces and their rhythms over time, visualizes society's mobile norms. Security agencies 
pore over such data to find within these expressions of normal movement discrepancies that might 
indicate a threat; from undeclared objects within a shipping container to the flight patterns of a so-



  

called person of interest. Addressing these practices, however, geographers have raised concerns over 
how they might reflect racial or gender biases even though their objectivity is promoted by 
practitioners owing to their enactment through the neutrality and the supposedly apolitical nature of 
technologies. 

Geographers have thus not only taken it upon themselves to understand these practices and elaborate 
on the types of events they seek to govern. Instead, they have also developed critical accounts of 
cybersecurity. To return to the notion of mobile norms, for example, they have questioned what the 
ability to develop in-depth understandings of circulation says about the amounts of data at the disposal 
of organizations both private and public. For example, what happens to data privacy and the security 
and use of that data—what does this enable, for instance, on access to certain services such as cheaper 
consumer goods, on what news you see on social media platforms, or for the surveillance of your 
movements in smart cities? Who has access to this information and is it “safe” from access from others? 
In cybersecurity, threats emerge not only from the degradation of computing systems, but from 
concerns around privacy and the collection of data that may be able to reconstruct and restrict access 
that permits surveillance by a range of public and private actors that very often operate as a hybrid in 
coordination with one another. For geographers, important work is attempting to understand how 
these practices also fit into histories of racial, colonial, gendered, and queer power relations—and how 
computation is transforming and introducing new forms of cybersecurities. 

The Arrangement of Cybersecurity Across Institutions 

Cybersecurity is configured and arranged across and between organizations in myriad ways. Security is 
dispersed and distributed, involving the actions of multiple institutions located across varying places 
and at different scales. Throughout the 2000s, geographers examined how the enactment of security 
is organized through the relations that exist between these disparately located agencies. This is called 
a “security apparatus” that, in the 21st Century, involves organizations such as intelligence agencies and 
emergency services, but also private companies, such as private security contractors to monitor 
networks and provide surveillance that are contracted by government to perform security tasks, 
infrastructure suppliers, and software developers. The prevalence of nonstate actors has not eliminated 
state security. For instance, private facial recognition algorithms may support the monitoring of 
different populations, enabling the collection of biometric data, often without explicit consent, that 
cannot only violate privacy but also enable state authorities to restrict access to protests, for instance. 
Yet who stores and controls such sensitive information is still actively being negotiated, particularly in 
democratic states. This means that it can be said there are petty sovereigns; personnel and technologies 
on the hinterlands of the security apparatus who are responsible for making decisions regarding 
whether people should be granted entry to spaces, control the personal information of us, and they are 
now responsible for the security of our information. 

The juxtaposition between decentralized and sovereign-esque formations has been drawn upon by 
geographers to suggest that cybersecurity operates with varying notions of scale. Thus, cybersecurity 
involves diffusively scattered sites coordinating with one another as much as it entails individuals 
making decisions at local spaces for the whole. Cybersecurity, furthermore, is also a phenomenon 



 

existing across and at the interstices between nation-states with, for example, different countries 
entering into conflict of varying degrees of intensity by staging different types of cyber-attacks to 
unsettle each other's essential services ranging from healthcare distribution to democratic elections. 
The changing spatiality of computation—such as through the introduction of a multitude of sensors 
and smartification of everyday items such as cameras, fridges, and home heating systems as part of the 
Internet of Things (IoT)—means that not only are the spaces where data are kept and secured and 
acted upon transformed, but the potential sites of collection and threat have changed too. This means 
that spaces such as the everyday components of the home increasingly need to be included in 
geographer's engagement with cybersecurity. This might mean, for instance, understanding new forms 
of domestic abuse enabled through the use of technology to monitor a partner's movements and 
communications. 

Geographers have used these spatial attributes to show how cybersecurity enrols general populations 
into its functioning. As part of a social securitization, the data that people generate when using various 
infrastructure such as telecommunications, energy supplies, and transport are increasingly considered 
another intelligence stream that can shape and inform actions in the name of security. There is much 
ambiguity regarding the transparency, accountability, and surreptitiousness with which security 
agencies gather and extract such data. In the case of monitoring activities overseen by the United 
States' National Security Agency (NSA) and the United Kingdom's General Communication 
Headquarters (GCHQ) a transnational practice was revealed by the whistleblower Edward Snowden in 
2013, where the data pertaining to the lives of millions of people were intercepted without their 
permission, ostensibly for the purpose of identifying potential terrorist threats. In contrast however, 
people have actively volunteered their data to aid response to emergencies as they are unravelling. In 
the immediate aftermath of a massive earthquake, again in 2013, many inhabitants of Haiti used 
geolocational tracking devices installed on their smartphones to alert authorities of their presence on 
the island. Geographers have thus argued that, by operating on multiple scales and across diffuse 
agencies, (cyber)security is characterized by the ability to harness and utilize vast amounts of 
population data to inform its operations. Therefore, some of the lines between different forms of 
security become fuzzy as computers often are now central to the performance of security in different 
contexts. What is important to remember is how computation is transforming the potential for new 
forms of (in)security—either by enhancing and transforming conventional security enactments, or by 
introducing new forms of potential securitization—such as through the IoT or in new methods of 
stealing, using, and transforming data into valuable information to sell or use against others. 

Modes of Intervention Found in Cybersecurity 

Geographers identify and conceptualize the actual steps that agencies use to apply cybersecurity as 
modes of intervention. Events to which cybersecurity attends are either conceived as risks yet to unfold 
or represented through data in real-time. Correspondingly, some modes of intervention take place 
when the event itself takes place and others are enacted in advance of the event. 

There exist, then, what geographers refer to as a range of anticipatory modes of intervention through 
which cybersecurity is carried out. Action is taken in the present but in a way that is oriented toward, 



  

and justified through, disruptive events whose potential to occur in the future has been imagined and 
projected through various forms of calculation, monitoring, and analysis. Where risks have been 
identified clearly, agencies might speak of taking preventative measures to stop them proliferating and 
eventually transforming into a disruptive event. For example, the work of geographers has been crucial 
for showing how, in counterterrorism, strands of data relating to travel history, monetary transactions, 
and known affiliations across the globe might be integrated to form a risk profile, which could then 
lead to the identification and detention of specific persons of interest perceived as a threat. These 
strands of data are of interest to geographers as these similar techniques in conventional security 
against terrorism are now being applied to protecting children online through automatically filtering 
content on platforms such as YouTube and Facebook. This is to monitor for “suspicious” computer 
network activity to identify anomalous behavior to investigate for malware, hackers, paedophiles, or 
social media trolls on their infrastructure. Such preventative techniques using digital technologies have 
been of interest to geographers for a number of reasons, including how they reveal the global reach of 
surveillance, how they evidence the enrolment of different forms of data and organizations in 
cybersecurity, and how they detail the targeting of specific communities. 

Geographers have also critically engaged with how agencies take steps to prepare for times where, 
despite the deployment of preventative efforts, disruptive events nevertheless do take place. For 
instance, research has focused on the various forms of exercise scenarios that simulate future events to 
train different security agencies. In these exercises, the disruptive event prepared for will be simulated 
using a combination of different computing technologies to enhance and reform conventional security. 
In what are called live incarnations of these exercises, Computer Generated Imagery (CGI) is used to 
imagine scenes in which different types of emergency events have taken place. These images will then 
be projected onto spaces in which the exercise is undertaken. Alternately, geographers have inquired 
into what are called table-top exercises where disruptive events will be imagined purely on computer 
screens. Within the parameters of the disruptive event imagined, plans will be tested and developed. 
Such scenario-based exercises are a prevalent means by which computation is deployed to prepare for 
all manner of events, from terrorism and attacks on digital infrastructure to fires and financial collapse. 
For geographers, such preparatory exercises have figured as an important case site for understanding 
the range of technologies mobilized for purposes of security. But geographers have also drawn on the 
performance of exercises to show how human bodies and their affective capacities are harnessed as 
crucial forces in securing the world. 

Agencies might also protect space using various digital technologies. In a similar way to preparedness, 
there is an assumption with protection that some emergency events, regardless of the intention of 
preventative strategies, will inevitably occur. But instead of designing responses for their unfolding, 
protection seeks to mitigate the effects of emergencies by designing and installing mechanisms into 
the built environment. The effects of cyberattacks might be lessened through a variety of techniques 
such as the creation of firewalls , antivirus technologies, and new forms of pervasive monitoring of 
systems and networks. Today new techniques that deploy machine learning algorithms, with limited 
human intervention, now assess probabilities of whether something is ‘anomalous’ or not—giving 
gradients of potential threat. This is associated with a change in observing the borders of security to 
instead see cybersecurity as an incessant monitoring of environments—looking for perturbations, 



 

changes inside infrastructures and systems. Thus, there is a new spatiality to intervention that is less 
concerned with building walls but letting things play out—watching what happens and looking for 
unusual activities rather than predefined rules. These recent developments in machine learning and 
artificial intelligence now weave big data as part of “defense in depth” strategies that work on behavioral 
analyses and detections of malicious and emergent behavior. 

In relation specifically to cybersecurity as we have defined it, these anticipatory modes of intervention 
are accompanied by various courses of action that bear a so-called real time temporality to them. In 
other words, data and digital technologies are increasingly drawn upon to aid in the governance of 
events as and when they unfold. Geographers have thus probed how, across the globe, responses to 
emergencies of all kinds are shaped and molded by actions taking place in control rooms. Incrementally 
growing in size over recent years, these control rooms generate, circulate, and exchange increasingly 
voluminous and diverse strands of data in order to inform authorities at the site of emergencies about 
the resources to allocate and the strategic protocols through which resources should be structured. 
This process can be seen in such places as the malware analysis laboratories of endpoint detection 
(antivirus) businesses, and in computer emergency response teams (CERTs) that are used by industry, 
states, and supranational organizations such as NATO and the EU. The unfurling of cyberattacks 
comes through the persistent monitoring and surveillance of systems and the buildup of knowledge 
through big data to spot the anomaly to investigate (often through automated systems that flag 'events' 
to human analysts). 

Materials, Processes, and Practices 

Thus far, we have elaborated on cybersecurity as a domain characterized by numerous organizations 
using data to take action to secure populations. A rather heroic, dramatic portrayal might be said to 
have been afforded of agencies acting in times of exception through cutting-edge technologies that 
now occupy as privileged a position as the people working on the ground at the site of an emergency. 
But many geographers have demonstrated how the world of cybersecurity, outside of the events which 
punctuate the need for its very existence, is quotidian and might in some cases be described as 
positively banal. As recognized in geographical work, much time spent by people working in the field 
of cybersecurity would on the surface resemble more a normal 9–5 office job than that which is evoked 
in Hollywood spy films—such as in the state development of malware. It is these everyday processes 
that are of paramount significance for geographies of cybersecurity because it is here that we can learn 
about cybersecurity in practice. In other words, studying the everyday routines in organizations reveals 
the base techniques that accumulate to form what we understand as cybersecurity. This may include 
who produces malware, the farms of human analysts who assess flagged photos on social platforms 
which cannot yet be performed by algorithms, and who writes algorithms and the types of biased 
learning data they use to “train” them. 

As an insight to how they have contributed to these investigations, geographers have shown how, for 
instance, by examining aspects of some people's everyday lives we can understand cybersecurity as a 
materially constituted thing. A digital infrastructure lies at, and across, the foundation of all agencies 
operating within the domain of cybersecurity. Rather than being ethereal or pertaining to some 



  

dematerialized, otherworldly space, geographers have emphasized and investigated this infrastructure 
as the accumulated sum of a plethora of data, fiber-optic cables, satellites, storage facilities, hardware, 
software, and the multisensorial planes upon which human bodies exist. Other work has investigated 
how the modes of mobility and circulation of various aspects of this infrastructure are crucial to the 
broader dynamic of cybersecurity. Research has probed, for example, the vast network and history of 
undersea cables and coastal satellites that capture and mobilize data across the world. This leads to 
certain “choke” points of internet infrastructure—such as around Cornwall in the United Kingdom—
where GCHQ has a listening station at Bute. Lines of inquiry have also pursued the processes by which 
commercially available technologies are utilized and adopted by security agencies—such as in China 
where the Bank of China's “social credit system” has worked with private business such as with Alipay's 
“Sesame Credit” to develop individual social scores. These private and customized scores serve specific 
purposes for the state and enterprise—to assess who is trustworthy and should be given or denied 
privileges. Humans have been situated amid the myriad processes and materials that make up this 
infrastructure too. The interventions that humans make to control and orient the deployment of 
infrastructure have proven an important object of investigation for geographers. Work has focused on 
the forms of judgment humans make concerning the quality of analysis produced, the human bias in 
algorithms, and in how digital technologies end up integrated into and influencing the broader 
organizational cultures within security agencies, businesses, and how people understand how to 
practice security and maintain senses of privacy. 

Appreciating the heterogeneous multiplicity of digital infrastructures and computing technologies as 
materially constituted entities, many geographers have been inspired to identify and excavate the forms 
of knowledge steering cybersecurity. Recent attempts to complicate popular claims that cybersecurity 
rests on a broader automation of intelligence, in which computational cognition is imagined to have 
superseded the capacities of humans, and consider instead how intelligence is coproduced in 
assemblages of learning data, algorithmic decision-making, and human senses of security. While real-
time analytics is based on ingestion, whereby technologies are said to produce meaning from the data 
they process, have risen to prominence in recent times, geographers retain that the experiential 
knowledge of human analysts, aesthetical judgment and even various forms of prejudice are integrated 
into the knowledge produced within digital infrastructures and computing architectures. Such is 
apparent when it comes to the identification and flagging of potentially threatening events. Here, 
human decision-making is woven into more-than-human algorithmic decisions to determine what types 
of events need to be addressed—and even that these algorithms perform security that extend away 
from direct human decision-making. The flagging of potential threats, anomalies, and security concerns 
is no longer just a human practice. Automation does not simply speed up or increase the volume of 
decisions to be made—but is an intermingling between automation and human skill—where the lines 
of who and what makes decisions are blurred. 

Studying everyday computing technologies has been important too in its incarnation as a set of 
processes through which cybersecurity is enacted. Geographers have examined how big data is pivotal 
to cybersecurity and is sourced and integrated to produce coherent understandings of the threat to 
which they attend. Returning to those control rooms and centers of analysis and detection discussed 
earlier, work has found that numerous monitoring routines are enacted on a daily basis that perpetually 



 

shape and scope for anomalies in data streams that might be indicative of the inevitable next emergent 
event. Concurrent with this real-time analysis, other everyday sites specialize in undertaking various 
forms of analysis to identify the risk of emergencies that will unfold in the future and how to intervene 
upon them in the present. 

Methodologies 

As a subdiscipline concerned with technologies and an ever-evolving threat horizon, the content of 
cybersecurity research continually shifts. Correspondingly, many methodological approaches are 
inspired by theoretical transformations taking place across geography more broadly and in particular 
within the cognate realm of digital geographies that has drawn on a range of theoretical traditions to 
inquire into the operation of digital technologies and their consequences for the remaking of space. 
Here we outline some inflection points for thinking of how to approach cybersecurity. Continuing in 
a vein that started with Science and Technology Studies (STS) and developed further through digital 
geography, much work has interrogated cybersecurity under auspices loosely affiliated with actor-
network theory and the thinking of assemblage. Computational infrastructures are examined as 
assemblages built up of different subcomponents across which agency is distributed, and that entangle, 
coordinate, and enmesh with one another. Assemblage allows geographers to understand how 
cybersecurity relies as much on the capacity and efficacy of more-than/non-human technological 
entities as it does human consciousness and action. The outcome from using these methodological 
parameters is that geographers have pushed their inquiry toward questions pertaining to the 
envelopment of different agency-laden objects and how their combination facilitates practices of 
cybersecurity. Equally, however, with its emphasis on distributed flat agency, geographers have used 
actor–network theory to query how the entanglement of multiple entities might also complicate 
processes vital to cybersecurity. This has contributed to an attentiveness to rethinking 
methodologies—whether by conventional methodological tools or to develop and experiment with 
new ones that may offer new insights into cybersecurity. 

By encouraging geographers to stay cognizant of the role more-than-human entities play, assemblage 
approaches overlap somewhat with the influence that nonrepresentational theory and affect bear on 
explorations of cybersecurity. This has been particularly developed in work that has used 
autoethnographic or ethnographic approaches that develop a sensitivity to the materials, practices, and 
entanglements of cybersecurity—such as through interactions between human and technology, how 
organizations understand and appropriate risk, and how people respond to surveillance. Attention has 
been drawn here, for instance, to how the bodies and sensorial faculties of humans translate, in their 
encounter with digital technologies, into various forms of security mechanisms. Geographers have 
probed how interfaces have been designed between software and humans to better enrol the latter's 
extralinguistic sense-making capacities into forms of risk analysis. Aesthetic judgements, furthermore, 
have been shown to bear weight on the faith that analysts invest into computer-generated projections 
of future contingencies. 

At the same time, the fact that computing technologies, through which cybersecurity operates, can be 
understood as text-based, linguistic devices have not been ignored by geographers. Inspired by the 



  

work of Michel Foucault, geographers have applied discursive approaches to the practices that 
collectively constitute the world of cybersecurity. Research informed by these approaches has 
investigated the information that appears on computer screens concerning threats and risks as 
processes by which the application of knowledge forms the conditions of possibility for the exercise of 
specific forms of power. For instance, particular logics and calculative mechanisms inscribed in the 
performance of devices might be said to both shape, and reflect, the prevalence of broader practices 
through which the world is secured now. So, by applying different forms of risk forecasting, 
cybersecurity has focused increasingly on mitigating events before they have the chance to unfold. 
These discursive approaches have also inspired geographers to develop understandings of computer 
culture through discourse and visual analyses to understand how digitized knowledge articulates and, 
in turn, constitutes various things as subjects and objects of governance. Examples include how human 
lives are categorized and afforded specific forms of significance in the monitoring and analysis practices 
undertaken by security agencies. Alternately, particular places and infrastructural components might 
be studied in terms of how they figure in the imaginaries of authorities. 

Other methodological approaches include interviewing key individuals in organizations—especially as 
access can be limited due to security constraints—and even through the “shadowing” of individuals as 
they conduct their work or how security is formed and interacts with computation. Other approaches 
include mapping networks and rethinking how connections through cybersecurity are made—which 
can reveal choke points on the Internet or on new regimes of spatiality through consistent monitoring 
of infrastructures that transforms senses of near and far. Other applicable and new methodologies may 
include researching online communities through “digital ethnography” to understand how 
communities that may not be physically close develop and form new communities—that both produce 
threats, or that wish to respond to such threats. Even artistic experimentation with security—such as 
building new devices—to reveal biases in cybersecurity—such as the dominance of English, the 
racialized implications of facial recognition technologies, or developing a critique of Google's 
algorithms that control the adverts we see as part of “linguistic capitalism” as in Pip Thornton's work. 
Therefore, there are a range of methodologies that are open to geographers wishing to research 
cybersecurity. These do not need to be necessarily technical—though some projects may be aided by 
this—and non-technical and technical approaches alike should not hinder an exploration of this 
important work. 

Concluding: The Politics of Cybersecurity 

There are complex political effects surrounding cybersecurity. Data and computation shape, inform, 
and legitimate the set of interventions authorities make in the name of security. With security 
organizations able to identify risk through an everexpanding litany of techniques, forms of anticipatory 
governance are important; with various courses of action taking in the present justified through visions 
of a future that needs to be safeguarded. The axis of intervention might be said to exist on spatial 
registers too. Cases of espionage and drone strikes, for instance, are indicative of the stoking of new 
tensions between states and their ability to disrupt one another remotely. 



 

The matter of data volume has been emphasized by geographers in their inquiries into cybersecurity. 
For some, a locus of attention in our critiques and explorations must be the sheer amount of big data 
produced and through which cybersecurity acts. The production of data on such a scale has introduced 
modes of surveillance that are ever more invasive and widespread. For some geographers, it is important 
here to excavate the many ways in which the parameters of citizenship are being dramatically 
reshaped—and their differential impacts on different disadvantaged or underrepresented groups. This 
reshaping might mean how traditional notions of the gap between public and private life has collapsed. 
For others, the capacity to protest and resist the transformation of civic life, to challenge the 
embedding of inequalities in security practices through the proliferation of cybersecurity, or the role 
and power of computation as a powerful agent, should be front and center of our critique. 

Geographical work has also helped to lay bare the way that cybersecurity might be said to endanger 
the world as much as keep it secure. While technologies and practices by which social order is attended 
to are vast, their implementation is generative of myriad new insecurities simultaneously. For instance, 
the computerization of national infrastructure might make its operation easier to monitor. But 
geographers have also revealed how computerization introduces new forms of precariousness into 
infrastructure too, from introducing the possibility of hacking to increasing exposure to cascading 
failure, where interdependency and interconnection between infrastructural components means a 
disruption to one might have knock-on effects on one another. Cybersecurity addresses in many ways 
the transformative effect digital technologies bear. Such technologies have reshaped conventional 
security practices while introducing new threats entirely. Amid such turbulence, geographers have 
taken it upon themselves to trace the lines of continuity and discontinuity that appear. Geographers 
are therefore critical in understanding how the world is secured whilst also developing new forms of 
critique that allows us to understand the crucial political impacts that coalesce into new forms of 
governance that inform how various materials, technologies, and humans are often profoundly and 
violently subsumed in the name of cybersecurity. 
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